= |n the top menu, tap your profile icon, then
tap Settings and privacy.

®= Tap Account, then tap Security.

= Tap Two-factor authentication.

= There are two methods to choose from:
Text message or Authentication app.

To sign up via text message:

= Tap the slider next to Text message.
Read the overview instructions, then tap
Next.
Enter your password, then tap Verify.

= Note: If you don't already have a phone
number associated with your account, we’'ll
prompt you to enter it. Additionally you can
choose to deselect the option to allow your
existing contacts to find you on Twitter.

= Now we'll ask you to enter the confirmation
code we sent you via text message. Type
or paste in the code, You'll see a
confirmation screen with a backup code.
We recommend you store a screenshot of
the code in case you need it for future use.
This will help you access your account if
you lose your mobile phone or change
your phone number.

= Tap Got it when you're finished with this
screen.

= Sign in and go to your Account security
page.

= Beside "Two-step verification,” click the
Toggle button to turn it on

= Enter your mobile number

® Click Send SMS or Call me to get a
verification code

= Enter the verification code, then click Verify.

= Open the WhatsApp app on your phone
Tap the three dots in the upper-right corner
Tap Settings

Tap Account

Tap Two-step verification Two — fa cto r
Tap Enable

Enter your custom PIN ® ®
Re-enter your custom Pin Authentication
= Tap Next

® Enter your email address

m Re-enter your email address
= Tap Save

" Tap Done

= Access Google 2-Step Verification.

= Click Get Started

= On the 2-Step Verification page, click Get
Started

= Sign into the applicable Gmail account.

= Click to turn on 2 step verification.
Note: If the Turn Off button is present,
2-Step Verification is already enabled.

= |nput the applicable phone number in the
Voice or Text Message option.
Note: This number will be used to receive a
numeric code from Google needed to
authorize access to Outreach and other 3rd
party apps that may be used in the future.

= Click Send Code.

= Enter the verification code sent from Google
and click done

® Check the Trust this computer option as
applicable.

cybersafe.

® Click Next and click Confirm FOUNDATION

You can turn on Two factor on other platforms not
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Two-factor Authentication

“Is this really you?” is the question Two-Factor
Authentication asks whenever you want to log
in to your online accounts.

Two-Factor Authentication doesn't give you
access just because the username and the
password are correct; it goes the extra length to
demand for something else.
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If 2FA is activated on an online account; be it
email, social media or mobile apps; logging in
requires a code which would be sent to your
device as a text message or an email or to an
Authenticator app.

Once this is activated, only you can have
access to your account even if your login details
are compromised. It's free to set up, it improves
your security, protects your data and protects
you from identity theft.

Strong Passwords are important but Two Factor
Authentication is more important
Turn on 2FA today

Authenticator Apps

Have you ever heard of an Authenticator app?
It's an app that helps you complete your
two-factor  authentication process by
generating passcodes. The app isn't connected
to your phone number so it's one of the topmost
and highly recommended way to go about
activating 2FA

An example of an Authenticator app is the
Google Authenticator (available on play store
and iOS App Store)

Three Things You Need
To Setup 2FA

2
Your mobile [N Your email
number e < X% N address
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An Authenticator
app

You can set up 2FA everywhere.

Let me guide you through turning on Two factor
authentication on a few platforms

= Login into your Facebook account

= Go to settings and privacy

= Click on settings

= Scroll down and click on Security and
login

= Click on use two-factor authentication

= Choose Text message (SMS) and click
continue

= Enter your phone number and click
confirm

= Enter your password to confirm it is you

® Enter the code sent to you

= You will then see a confirmation screen

Tap @ or your profile picture in the
bottom right to go to your profile.

Tap = in the top right, then tap &
Settings.

Tap Security and then scroll down and
tap Two-Factor Authentication.

Tap Get started

Tap next to Text message, then
insert the code and tap nex

= Go to the Security basics page and sign
in with your Microsoft account.

= Select More security options.

= Under Two-step verification, choose Set
up two-step verification to turn it on, or
choose Turn off two-step verification to
turn it off.

= Follow the instructions.




